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Panorama actual
Metodologias e ac¢cOes adicionais

&3 Email 100% & Remote Access 73%
& P2P45% &¥ Terminate Process 42%
¥ Share Hopper 23%  &¥ Download 17%

& Remote File Copy10%%# Key Logger 12%

66 Ameacas com o
¥
G
&
¥
¥

severidade Média
ou Alta

&) Exploit 10% &} Registry Delete 10%
& File Infector 8% &¥ DOS 10%

90%

\ (Eﬂnﬁ '\v/\'/%':r?;) & Application Spoof 5% &¥ File Deletion 2%
(AVERT : \
01/03 - 10/04) ﬁ &3 Exploit 100% &¥ Remote Access 83%
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Impacto no negécio por ameacgas
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NetSky
$2.75B

Sasser
$3.5B

$14B de perdas
pelas principais.
ameacas de 2004

$18B Total

(Custos indirectos

» Perda de
productividade

» Erosao da marca e
imagem

» Perda de confianca
do cliente

.
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Prncipais ameacas 2004

Source: Computer Economics 12/04
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Desde a vulnerabilidade a ameaca

- 3
| Exposicao a
ameaca

>

Com a publicacao do
exploit o risco dos activos
criticos aumenta

Exposicao de activos criticos

Remedio

Discovery

Exploit

Identificagdo Anuncio Exploit :
automatizado

da vulnerabilidade da vulnerabilidade Pablico
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Sistemas de Deteccidn de Vulnerabilidades

» Ayudan aidentific con problemas.

» Se actualiza con f | de actualizacion adecuado.

» Capacidad de inve

» Vision/evo
» Priorizacion tivos/optimizacidn de recursos.
» Medicion del rj

» Adecuacid ca existente.
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Mudanca da estratégia referente a seguranca

» Filosofiade GESTAO de RISCO

» Mudanca de estratégia

e Proteccao contra a metodologia, nao
contra o ataque

» Proteccao da infra-estrutura
e Proteccao desde o ‘cabo’ até a aplicacao
e ‘Enforcing’ de politicas

McAfee



As organizacOes consideram a necessidade

» Os activos sao cada vez mais
complexos e mais distribuidos

» Alguns activos sao mais
criticos que outros

» Os recursos sao limitados

» E necessario melhorar a
produtividade dos recursos
para chegar a todos os
activos criticos

McAfee’



McAfee Gestao de Riscos — Aplicacao da disciplina de negocio
a seguranca

Politicas centralizadas

Utilizacdo dos recursos (finitos) nos activos
criticos

Calculo do nivel de risco aceitavel

Bloqueio proactivo e automatico dos ataques
durante o remédio da ameaca

As métricas oferecem a inform¢ao
necessaria para forcar normas de
procedimentos técnicos assim como a
redefinicdo de politicas
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McAfee Gestao de Riscos — Aplicacao da disciplina de negocio
a seguranca

Politicas centralizadas McAtee ePolicy

Orchestrator
Utilizac4o dos recursos MéAfﬁe etp‘i“Cy
¢ (finitos) nos activos rcnestrator
criticos

McAfee Foundstone

Calculo do nivel de risco

" McAfee Foundstone
aceitavel

McAfee IntruShield

_ _ McAfee Entercept (HIPS)
Blogueio proactivo e

automatico dos ataques  McAfee VirusScan Family of

, durante o remédio da Products

ameaca _
: . McAfee Anti-Spyware
McAfee SCM
As métricas oferecem a
inform¢&do necesséria para McAfee ePolicy
forcar normas de Orchestrator
procedimentos técnicos
assim como a redefinigdo McAfee Foundstone
de politicas
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McAfee Foundstone
Caracteristicas

» Baseado em Appliances dedicadas
» Alto rendimento nas analises de inventario
» Actualizacdes automaticas

» Escalavel. Supervisdo de ambientes complexos com
instalacdes distribuidas.

» Facilidade de acesso. Interface Web.

» Administracao delegada.

McAfee’



Produto empresarial

UPDATE

SERVERS {

N. AMERICA
NETWORK

FOUNDSCAN
 ENGINE

FIREWALL ﬂ

—

FOUNDSTONE SECURE
DPERATING CENTER

ASIA
NETWORK

FOUNDSCAN
) ENGINE

EURDPE
FOUNDSTONE | LT I NETWORK
DATABASE I. BASE

FOUNDSTONE * -
ENTERPRISE | TS
MANAGER R, 5 SWURNERREILITIES €

FIREWALL

b X CORPORATE
< O A e

f;" i NETWORK
P - @aractersticas; elBeneficios
USER

Gestdo centralizada e accesso via Web

S ActualizacGes, base de dados de conhecimento
mezi‘q“ e ameagas automatizadas desde o Foundstone
T
- o o - o o
_ﬂ}-‘:‘?“" Seguro e eficiente, construido para optimizar
Sl recursos de rede com possibilidade de balango

de carga
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Produto Empresarial

FOUNDSTONE SCAN ARCHITECTURE

SCAN ENGINE

MULTIPLE SCARS
RUNNING

Czlrzloiaffsilesls & Bapaiiclos

Argutectura paralela Unica que permite executar
distintos ‘scans’ em simultaneo

- L i DATABASE
Un Unico escaneo se distribuye automaticamente en

multiples subescaneos para mejorar el rendimiento

Recuperacion de escaneos sin pérdidas de
informacion gracias a su disefio de procesos por
lotes

SUBSCANS



G es t éo d e A m eag aS e e iﬁ

Bl [Unknown] 10.0.30.163 | | PO windows xp
62| [Unknown] 10.0.20.175 | | FHI{BOE  windows 2000
51| [Unknown] 10.0.30.155 | | HHLBE@E  windows 2000
28] [Unknown] 10.0.20.157 3] FHI{BOE  windows NT 40
38| [Unknown] 10.0.30.152 3] HHLBE@E  windows 2000
(18 [Unknown] 10.0.20.160 | | P3O windows NT 40

I I 58l koo 00 T T-TCT-

» Alertas inteligentes sobre ameacas, ) oo e

- 38| [Unknown] 10.0.20.169 [ - | FI{BOE  windows 2000
como worms e exploits... -

28| [Unknown] 10.0.20.170 | P3O windows 2000
38| [Unknown] 10.0.20.195 [ - | P EIDE windows 2000
» Mostra o impacto de uma ameaca, — e
imediatamente e sem necessidade de » s SO
. 38)  [Unknown] 10.0.30.164 |- | B ALBOE  windows 2000
realizar um novo scan. o e
3% [Unknown] 10.0.30.166 [- | FALB@E  windows NT 4.0
1% [Unknown] 10.0.20.179 = FHI{BOE  windows 9xiMe
3% [Unknown] 10.0.30.187 [- | FALB@E  windows NT 4.0
1% [Unknown] 10.0.20.189 = £  windows NT 4.0

» ‘Ranking’ de riscos , para proteger
primeiro os sistemas mais importantes.

Updated: Jul 16. 2004 & 11:08:00 ﬁ

2l 1%, 2004 @ 11:09:00
and ‘u!awo I‘IIOII!’

Jul 16. 2004 & 09-01:47
B Micrassh has relessad Sacuriry Bullorin MEC4 020, sddrasring 3 buffer ¥ in the BOSTX s i
allgwes ramste code axecutizn,

» Resposta as ameagcas por unidades de |; EsmEstawsr s
negocio.

: ) Threat Comphance Over Time -
» Mede os esforgos de resposta contra  |.-
as metas de remedio establecidas. B
AR ||
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Workflow

Introduzido em 2002 .

As vulnerabilidades convertem-se facilmente em tickets.

A assignacao de tickets esta baseada em regras fléxiveis.

Criacao, assignacao e fecho automaticos.

Compatibilidade com terceiros.

M 3

b Assign any tickets with an asset owner to - -
Assign to asset owner e z m m
Assign to John Acssign all high risk vulns to John Smith
Mew Tickets: You have 10 new tickets to review, out of 2216,
. Assign all wireless issues to Rob in San
ulner: As to Rob A -
| 8| 2o [ ] veseimy | geten Jomam] o] A e 8 O
Sun Solsris -
Sales Common Desktop : Export Ecommerce web farm tickets to
66.152.0.176 Solaris s -
73623 Nemwork ©  Environment [CDE] ££.1520.178 - Export for Ecommerce Farm :
e dtspcd Tformstion 66.152.0.176 27-28 Remeady HelpDesk system
Leakace
- = s Anonymous FTP allowed = i
Sales . Ignore Anonymous FTP in Extranst T it pelicy
73624 Newwork @ rzhe Detected e . § : excaption for the Extranat only,
Scan 72
. S Assign all RedHat Linux tickets to the
sales sign to Linux System Administrators Sl Loty
73626 Nework @ Rloain Service ££.152.0.178 - ElErE E=ian 2 i Linux administraters in Chicage [Run] [Down |
P 66.192.0.176 27-28 3
Sales = - P - Seand zll Cisco Router, Extreme Switch,
olzris in.finge .192.0. B olaris 4 ) g = i
7aze  meak 0 omemiued  coasbue fealsrol Assign to Netwark Administrators | and Check Point Firzwall-1 vulnerabilities
can to the network administrators
Sales
73625 Mook ©  SelaisinfipdUser  £6.157.0.7¢ B Solaris =
Enumeration 166.152.0.1761 27-28 : : Assign all Sun issues (i.e, policy problems
St (SR sign Solaris Configuration Issues x
Sean SRR e e with configuration) ta Sally [Run] [Down |
ales i
Chsrasn Denial of 66.152.0.176 . Solaris
u 7EE30 Mgterk O Service 66.192.0.176 27-28 p—
TR e g ] - Solaris 557152004 [Ee| [wone ~ X
e S 56.152.0.175 27-28
Sales Telnst Dasmon is 66.192.0.176 Solaris
73634 Nse:::m ©  Isnetheemonic o) - oens Josiieizo0s [ None v X
Sales .
LED Informatien £6.152.0.17¢ B Solaris =
n 73635 emork O Leskace £6.152.0.178 P A COTE T =7, [ ) B N
Sales SSHy1 Protecal Fran's laptop QOpenBSD
73836 Nse?;:m [} il Zre 1 QpenBSD  [oe/ie/z002 None vl X

Make all due on: [08/16/2004 Assign all ta:




Métricas — Relatorios

» FoundScore: Valores intuitivos de 0-100 baseado em vulnerabilidades
» MyFoundScore: FoundScore € personalizavel.

» Risk Score: Visao imediata do risco global da empresa.

S 0 wmma)

Vulnerabilities by Rating Manthly Hosts versus Vulnerabilities

800 -

400 -

300 -

200 -

» Dashboard interactivo para
comparacgoes entre unidades de
negocio, regides, plataformas etc...

100 -

0
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ek Loval s, | 8O[
70
60
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McAfee System Protection

» Mobile Devices
McAfee VirusScan Mobile

» Laptop, Desktop & Servers

McAfee VirusScan Enterprise & AntiSpyware
McAfee LinuxShield

McAfee Host Intrusion Prevention System
McAfee Policy Enforcer

» eMail & Groupware Servers
\ McAfee GroupShield Exchange & Domino

McAfee SpamKiller Exchange & Domino
McAfee PortalShield for Ms Sharepoint

» Internet gateway
SCM Appliances

McAfee SecurityShield for Ms ISA

McAfee’
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Management
McAfee ProtectionPilot (SMB)

McAfee ePolicy Orchestrator
* Support HIPS strategy
* High availability
* Threat information
* Named policy

McAfee McAfee
Entercept IntruShield
HIPS NIPS

McAfee
FoundStone
Risk Manag.



McAfee SCM 4.0 Appliance

Web Security Email Security

McAfee SWG McAfee SMG
(. o ) - - ) Dedicated, high-
Anti-virus Anti- Anti-virus Content performance
(Web) spyware (Email) Filtering
- AN J -
- (L e Gt P : Enterprises
wep || At Mot .||t
Filtering phishing spam phishing
\\—\__(web) 1 \\ )\ (email) ) ) 1.000+ users

Integrated Email + Web Security

McAfee SIG
- ~ Integrated,
Anti-virus Anti- Central CE:]taeirllt easy-to-use
Web + email spyware Mgmt Filtering SMB
Wet_> prﬁgﬁ:ng Anti- prf:gr?lng
K Filtering (web) spam (email) ) 100-1.000 users
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Novo conceito: “Virtual Perimeter”

As Firewall tradicionais
definiam o perimetro darede

IntruShield oferece proteccéo global
para qualquer empresa

Juntamente com a Firewall tradicional,
IntruShield introduz o conceito de “Virtual
Perimeter”

Virtual Perimeter propde uma nova camada
de proteccao contra atagues internos ou
ataques que ultrapassam a Firewall
tradicional

McAfee

®@ © ®© 6




IntruShield Sensor Appliances

IntruShield 1200 IntruShield 1400 IntruShield 2600 IntruShield 4000

PME e escritérios remotos PME e escritorios Perimetro corporativo Redes backbone
remotos e perimetro

Monitoring Ports Response Ports

SENSOR PERFORMANCE 10/100 Base-T Gigabit Taps 10/100 Base-T
IntruShield 1200 100 Mbps 2 Yes 1
IntruShield 1200 200 Mbps 4 Yes 1
IntruShield 2600 600 Mbps 6 2 Yes 3
IntruShield 4000 2 Gbps 4 No 2
IntruShield 4000 2 Gbps 12 No 2

1-10/100 Base-T Management Port
1 Console Port & 1 Aux Port

McAfee’



IntruShield: Caracteristicas competitivas

Caracteristica

Beneficio

Solucao Appliance

Reducéo do custo de propiedade eliminando custos separados
como Hardware, software, sistema operativo e protec¢édo do
Sistema Operativo.

Solucao de deteccéao e
prevencao integradas

Elimina a necesidade de adquirir ou re-licenciar productos que
conduzam ao nivel de prevencéao.

Gestao remota baseada em
Web

Sistema de gestdo remota centralizado. A gestao granular de
politicas reduz falsos positivos.

Virtual IDS/IPS

Um Gnico IntruShield pode sustituir muitos IDS tradicionais.

Inclusao interna de Fast
Ethernet Network Taps

Permite a modificacdo remota de um sistema para passar de
deteccdo a prevengéo.

Tolerancia a falhas

As portas do sensor podem actuar como “fail-closed” ou “fail-
open”.

Implementacéao flexivél: SPAN,
Tap, In-line, Agrupamento de
portas, Alta-disponibilide

IntruShield pode adaptar-se a qualquer topologia de rede.

McAfee’




Proteccidn en trafico cifrado SSL

= Primer IPS de red con capacidad

de inspeccion y proteccion sobre
trafico cifrado SSL

= Disponible como upgrade para
unidades existentes

IntruShield
Manager

IntruShield puede
detectar y prevenir
amenazas en trafico eCommerce

cifrado SSL Server

McAfee’
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McAfee Policy Enforcer — Em 5 pasos

@ ePO Policy Server

McAfee Policy Enforcer System Define system security policies
Sensor ePO Policy Server
to measure compliance against

Network Broadcasts - ARP, DHCP Measure and evaluate

Compliance

'm“':ﬁai - i. -
] T

/ Quarantine \

Network

@ McAfee Policy Enforcer Compliance Scanner
Apps, Patch, Vulns, Infection

Assess

Define Detect
| ess compliance u

Block & Remediate
| -compliant syste

Define system n-compliant syste
ct when new sys

rected to remedia

mote or host-bas

irected to Quaral
VLAN.

ompliance polici

ect to the networ
Scanner.
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Expert Services

Custom Consulting

On-Sike AY Security Consultancy Project Leader
AN Security Consultancy [1-3 days]

AN Security Consultancy [10+ days]

Intruzhield Consultancy

Foundstone Consultancy

Packaged Consulting

Anti-Wirus Palicy Check Qnd2FF site

Anti-Wirus Policy Check and Implementation Ond0F Site
Anti-Wiruz Self Start [WSS] on site

eFolicy Orchestrator Self Start on site

eFolicy Qrchestrator Installation on site

Gateway Services Groupshield on site

Gateway Services WebShield Appliance on site

McAfee’

Training Courses
PelcAfes Live Virus Work shop

Anti-Yirus Administrator Training - WirusScan & Epo

Anti-Yiras Administrator Training - WirusScan

Anti-Yiras Administrator Training - eFolicy Orchestrator

Pastering Groupshield for AY Administrators
Pastering Webshield for AW Administrators

Entercept Ezzential=s

Intrushield Essentials

PAcAfes Product Training

itimate Hacking

itimate Hacking Expert

itimate web Hacking

Building Secure Software

Incident Response & Forensics
Foundstone Scripting Language Trn
Foundstone Enterprise Product Trn

Training Courses

Litimate Hacking

itimate Hacking Expert
Frinciples of Security

Litimate Hacking: Windows Security
itimate 'Web Hacking

Building Secure Software
Incident Response & Forensics
Cyber Law

Cne day Seminar

BN Trainer 1day [certified trainer)
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